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1
Decision/action requested

This paper proposes to add a new security solution for MO SMS in initial NAS message, handling AMF reallocation, to TR 33.861 [1].
2
References

[1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

[2]
3GPP TR 23.724 Study on evolution of cellular IoT security for the 5G System
3
Rationale

This paper proposes to add a new security solution to TR 33.861 [1] for MO SMS when included in initial NAS message - handling AMF reallocation.
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.861 [1]. 

**** START OF CHANGES ****
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.X
Solution #X: Security solution for MO SMS at AMF re-allocation

6.X.1
Introduction

This solution addresses key issue #2: Integrity protection of small data and key issue #3: Encryption of small data in this TR. 
In this solution, small data is included in a MO SMS. This security solution proposes an optimized NAS signalling solution for sending small data in a MO SMS. The MO SMS is included in an initial NAS message (e,g, Registration Request) whenever the UE has a valid 5G security context. This solution assumes that the UE has information about whether the target AMF supports MO SMS or not. This security solution for small data proposes to re-use NAS security, with the enhancement of deriving an additional encryption key, i.e. a new one-time key, for encryption of MO SMS (including the small data) included in initial NAS signalling messages.  

6.X.2
Solution details

6.X.2.1
MO SMS included in initial NAS message
This security solution describes how to protect MO SMS in initial NAS message. The following figure shows a MO SMS delivered from the UE using initial NAS message at AMF re-allocation. 

It is expected that MO SMS sent over 5G will be both integrity protected and ciphered using NAS security.

This security solution proposes that the UE and the AMF derive a new security key (one-time key) from the current 5G security context for the encryption of the MO SMS included in the initial NAS message. This new one-time key could be derived from the current KAMF key in use.  The new one-time key is different to current KNASenc key. In order to preserve the backward security mechanism, this one-time key must be used only once per initial NAS message.

A detailed description of the steps is given below.
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Figure 6.X.2.1-1: One-time encryption key protecting MO SMS in initial NAS message 
The steps are as follows:

1. It is assumed that the UE has earlier registered and established NAS security and then went back to CM-IDLE mode e.g. due to inactivity.

2. The UE decides to send a MO SMS and initiates the establishment of a NAS connection with the network by initiating an initial NAS message. This initial NAS message could be e.g. a Registration Request due to UE mobility to another tracking area when AMF reallocation may take place. The UE must construct an initial NAS message that is integrity protected by the already established 5G NAS security context. For the encryption of the IE containing the MO SMS, the UE derives a new one-time encryption key, for example from the current KAMF key in the 5G NAS security context and a freshness parameter, and encrypts the MO SMS with the new one-time encryption key.

Editors Note: The freshness parameter as input to derive the new one-time encryption key is FFS. 

Editors Note: It’s FFS whether the small data should be integrity protected as well with a new one-time integrity key.

3. Upon reception of the initial NAS message, the target AMF retrieves the UE context from the last serving AMF (i.e. source AMF). The context request message to the source AMF includes the temporary identifier 5G-GUTI and the whole received initial NAS message from the UE.

4. The source AMF verifies the integrity of the received initial NAS message using its stored 5G NAS security context. If the verification of the integrity check is successful, the source AMF shall release the 5G security context to the target AMF. In addition, the source AMF derives a new one-time encryption key from the current KAMF key in the current 5G NAS security context and a freshness parameter and delivers the new one-time encryption key and the freshness parameter to the target AMF. The derivation of the new one-time encryption key is performed by the source AMF regardless whether source AMF performs horizontal KAMF derivation or not. 

If source AMF performs horizontal KAMF derivation then the source AMF delivers the new KAMF key together with the new one-time encryption key (derived from the old KAMF key to the target AMF), otherwise the source AMF delivers the current KAMF key together with the new one-time encryption key to the target AMF.

5. The target AMF uses the one-time encryption key received from the source AMF to decipher the ciphered IE containing the MO SMS included in the initial NAS message. The target AMF forwards the MO SMS to the SMSF and deletes the one-time encryption key. 
**** End of Changes ****
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